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What can we get from Computers?

—P

A Video

A Internet History
& Documents

A Chat

A Audio

A E-mall

stMuch Mor eé.




hat can we get from Cell Phones?

A Everything a computer has

& Plus:

i Text Messages [ g

i Instant Messages
i Voicemall
i GPS

i Even when Deleted!




Prosecutor perceptions

N|] P]rosecutors are relucta
that rely primari ly on a |y
testimony, presumably because of burden-of-proof
problems and a suspicion that jurors have negative
stereotypes about chi |l dr en
D.F. Ross, M.P. Toglia, EDS Perspectives on

Chil dr eno6sl10II(#8% | mony




forensic Iinterviews under
attack

Research reflects high
profile cases

Research is given
great weight by some
courts

Cecl, Bruck, London,
Okla, et al




Studies and Stuff

Sam Stone Study

Mousetrap Study

n | Hardly Cried When | Got
Jack OO0OMack Study

False Touches Study




Studies and Stuff

Research and the Real World

Average age of victims Is 10 years old

Most interviews occur soon after disclosure

Interviewers use non-suggestive techniques

Real World: Children interviewed after they reveal abuse

Research World: Children interviewed repeatedly after
they deny an event




Search for corroboration

Often, victim is the only witness to the crime

Sexual and physical abuse usually occurs In private

Disclosure

No physical or scientific evidence




Old school ways to find
corroboration

Search warrants
Crime Scene
Witness interviews
Suspect interview
Medical records
School records

Victim/Forensic
Interview




New school Ways of Finding
Corroboration

Computers
PDAS

Internet

Social Websites
Cell Phones

Chat Rooms




Child's Name:

Date of Interview:

Alleged Perpetrator:

WHAT

Touch/Contact — oral, anal, vaginal
« On what part of body (clothes or skin)

Pomography (child and adult)
+ Magazines'Catalogs

calendar, e-mails, chat rooms, text and instant

[+ With what (object or body) +  Videotapes VD
» _ Penetration s  Computer Images
Documentation Computers
s Type(s) - diaries, letters, address book, «  Disc(s)

= Zip, jump, hard drives(s)

+  Type(s) — implicit, explicit

s Alleged perp's history of violence

| messaping, blogs « Laptops, hand-helds
Weapon(sVForce Camernas
® T:I"IJ'H:EJ' «  Video {lﬂ]:I'E-S i D'IH"U'E}
+  Used, shown, or both «  5till (Polaroid, 35mm, digital)
Threats/Bribes Medical Evidence

«  Did child bleedhurt?
» _ STDs/Symploms

Souvenirs

» _ Type(s) — hair, underwear, etc.

Sexual AidsDevices

|+ Type(s) = lubricants, condoms, dildos

Lures

« _ Type(s) - toys, cigarettes, etc.

Mimute/Latent Evidence
+  Type{s)—sperm, hair, fibers

AlcoholDrugs
= Typels)
«  Amounis

|« Perp andfor victim

| Records

«  Workftime sheets
s+  Phone hills

«  Bank recordaReceipts/Bills

WHO

«  Description/address

« Home, school, vehicle, outside

Victim Crther's Involved (other victims, perps, witnesses,
= Clothing siblings)
= Injuries « Names and ages
Perpetrator « Relationship to child
« Physical Description/Clothing = What did they do, see, etc.
- WHERE
Location Location (continuad)

«  Who lives therz
« Been there before

«  Dateftime of day
» Child's grade in school

«  School child attended

Room and furnishings s Other locations
WHEN
Time (age appropriate) | Time {continued)

|+ Child's age
«  Where child was living

«  Who child was living with




Checklist
Date of Birth

Perpetrator

Perpetrator
Description

Clothing

Child Corroboration Chart

Child Statement

Consent/Warrant

Location
Home/upl'etc
Room

Fumishings

Vietim
Elulhinl_

Timing
Dhate
Time of day
Season

Hollduy

CGift(s)
D fendant
Victim

Siblings

School{s)

Weapon(s)

Documentution
Diary
Letters
Curds

L iterature
Books
Magnzines

Catalogs

Yehicle(s)

Computer(s)
Diso(s)

Zip drive(s)

Camera(s)
Video
Videotape(s)
il
Photos)

Job(s)
Work records
Time sheets




Juror prospectives

Over 50% of jurors believe children easily
manipulated into making false reports.

More than 1/ 3 bell eve t he
victi mo would 1T nclude r es.|

Many jurors think abuse occurs primarily outside the
home.

Many |Jurors expected nreal
medical injuries.

Morrison & Greene, Juror & Expert Knowledge of Child Sexual Abuse, 16 Child Abuse & Neglect 595 (1992)




JURORS PERCEPTIONS ON
CHILD CREDIBILITY

Regan and Baker, The Impact of Child Withess Demeanor
on Perceived Credibility and Trial Outcome In Sexual
Abuse Cases Journal of 13 Family Viol@

81% -- Crying
6/7/% -- Fear
43% -- Confusion

30% -- Anger




JURORS PERCEPTIONS ON
CHILD CREDIBILITY

Quas, Thompon and Clarke-Stewart, Do Jurors
NKnow What | snot So about
and Human Behavior 4 (2005)

/1% believe that children are sometimes led by
an adult into reporting that they have been
sexually abused when they have not

70% believe that most children can be
manipulated into making a false claim about
sexual abuse




57% believed that a physical examination will almost
always show whether or not a a child has been
sexually abused

51% believed that children who have been sexually
abused will not deny It If asked by a trusted adult




CSI Effect

Shelton, Kim and Barak A Study of Juror
Expectations and Demands Concerning Evidence:

Does the nNnCSI 9¥ahdereiltXad EX 1 S
Entertainment and Tech. Law 2 (2006)

46% expected to see some kind of scientific
evidence In every criminal case

22% expected DNA in every criminal case

73.4% expected DNA and Scientific evidence In
every sexual assault case




Juror perceptions of
Technological evidence

According to a 2002 review of studies regarding juror
perceptions of technol ogl c
familiar with the subject matter being presented (as In

a jury trial) are more likely to view computer
presented I nformation as m

Wachter, Case for Animation: A Study of the Use of Forensic Multimedia in the

Courtroom, Nova Southeastern University, 2002.




Technology in Forensic
Interview

-

Developing
Rapport

Free Narrative-
Disclosure

Safety Plan




Rapport

Best phase to explore the general issues of lifestyle,
habit, Internet & computer usage, etc., as well

As chi |l dos | anguage/ devello

Chi Il dos understanding of t
| apt op, what 0s a plcture?

Give child a chance to teach




Abuse scenario/Narrative

Where he/she was with offender:

-what 060s I n those r ooms
-TV | stereo systems

-computer / laptop / IPad/ ereaders / game units,
routers, webcams

CDs, DVDs, videos, other possible storage devices
Storage area and areas around computer

Did he give any gifts? (webcams, prepaid phones)




Abuse scenario / Narrative

Did offender ever take child
anywhere?

-how did they travel?

-on street cameras?

-GPS In car?

-computer in car?

-TV In car? — L)
-OnStar? ' ' /vy R

gin Online}
-toll roads, passes?




Abuse scenario / Narrative

Does child have any
home, car, etc. (pix on cell?)

-how did he/she get photo
-who gave It to her/him

Photos of them together or with others?




Abuse scenario / Narrative

Tell me about the picture? All about the picture.
Did anyone take a picture with a camera?
A phone?

Something else? Consider the possibility of
surreptitious taping via webcam or nanny cam.




Abuse scenario / Narrative

Did he ever show you pictures? Tell me all about
those pictures.

Did you ever look at his computer? Laptop? Tell me
about what you looked at.

Did you ever look at pictures on a cell phone?




Abuse scenario / Narrative

How did offender communicate with child?

-Phone (cell, |l andl 1 ne, ge
files exchanged)

-ema)il (names, service providers, Facebook, other
sites

-chat rooms (names, times of communication)

-exchange of chats, photos, other gifts or
identifying info discussed (retained?)

-what did they talk about??? (can go to
iIntent/knowledge)




Abuse Scenario/Narrative

Who has the info?

1. The child
2. The offender

3. Others known to either child or offender




Abuse scenario/Narrative

Talking to child about who has info:

-who else knows
-how do you know
-did HE tell you?
-did you see someone else

-did someone else talk to you about it




Safety Plan

|deas????

What do you want to focus on?




Technology???

What is goal of use?




How Can Technology Corroborate
Disclosure?
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Old School







What Is Digital Evidence?

SDHC Card
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U.S. v Kramer

anEl ghth Circuit Court of A
Motorazr V3 fits the federal statutory definition for a
C 0 mp ui termgadget

No. 10-1983, 2011 WL 383710 (8th Cir. Feb. 8, 2011)




Where I1s Crime Scene?






Where Is the Crime Scene:
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