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What is SEARCH?  

Å Non -profit based in Sacramento, CA  

Å Funded to offer assistance to law enforcement throughout the 
country  
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What is SEARCH?  

www.search.org  
 

Å Low -cost (or free) law enforcement training around the U.S.  

Å Introduction to Computer Crime  

Å Cell Phone Data Recovery  

Å Advanced Responders: Search and Seizure of Networks  

Å Social Networking Website Investigations  

Å Peer- to -Peer  
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What is SEARCH?  

 

Å Free technical assistance to federal, tribal, state and local LE  

 

Å Other resources  

Å SEARCH ISP List  

Å SEARCH Investigative Toolbar  

Å Whitepapers  

Å LE conference speakers  
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Who We Are  

 

 

 

 

Chris Armstrong  

High -Tech Crime Training Specialist  

carmstrong@search.org  
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Who We Are  

 

 

 

 

Elizabeth Tow  

High -Tech Crime Training Specialist  

Eliazbeth@search.org  
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WiFi Tools of the Trade  

ÅKnowledge of the Networking Equipment  

ÅUnderstanding Antennas  

ÅRadio Frequency (RF) Detection  

ÅSoftware Tools  

ÅHardware Tools  

ÅStandards  
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Tools of the Trade  

Wireless Routers  

USB Adapters  

Cards Adapters  

Wireless Cameras  

Wireless Game Systems  

Wireless Computers  

Wireless Tablets  

Wireless whateveré 
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What is a Radio Frequency?  

  Radio Frequency (abbreviated as  RF, rf  or r.f .):  

 A term referring to an alternating current (AC) having 
characteristics such that if the current is input to an antenna, 
an electromagnetic (EM) field is generated suitable for wireless 
broadcasting and/or communications  

Å When an RF current is supplied to an antenna, an 
electromagnetic field is created that is able to magnify and 
expand through space  
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Radio Frequency (RF)  

Å Your ability to find hidden RF transmitters or WiFi access 
points is directly related to the efficiency of your antenna!  

Å The efficiency of your antenna system is dependent on  

ÅThe gain  of the antenna  
ÅHow well the antenna converts power into radio waves  

ÅLowest loss  transmission line  
ÅPower loss during conversion from power to radio waves  

ÅThe best possible impedance match  
ÅMaximize power transfer minimize reflections  

ÅUsing the correct polarization (+ or - )  when searching for 
the hidden transmitters  

Å Your best bet, use a commercial antenna system  
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Antenna  

 Antenna -  A device that converts electrical RF 
energy into electromagnetic waves.  
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Radio Frequency (RF)  

Å RF can be altered  

ÅThe things it does and where it goes are often rather 
strange but explainable  

Å RF waves can be:  

ÅReflected  ï When a wave bounces off something  

ÅRefracted  ï Part of a reflected wave that keeps going 
straight  

ÅDiffracted  ï Bent around an object  

ÅScattered  ï When a wave hits an uneven surface  

ÅAbsorbed  ï When a wave hits concrete, wood, trees  
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Line of Sight & Fresnel Zone  

Å If unobstructed, radio waves will travel in a straight line from 
the transmitter to the receiver.  

ÅThis is called Line of Sight (LOS)  

Å But if there are obstacles near the path, the radio waves 
reflecting off those objects may arrive out of phase with the 
signals that travel directly and reduce the power of the 
received signal . 

ÅThis is called the Fresnel Zone  
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Antenna Directivity  

Antenna Directivity -  The directivity of an antenna is given by 
the ratio of the maximum power to the average radiation power.  

Example:  2.4 GHz long panel antenna designed primarily for 
use at Wireless Internet Point of Presence  
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Antenna Types: Yagi  

ÅYagi -  are directional antenna 
along the axis perpendicular to 
the dipole in the plane of the 
elements  

 

 

 

14  

http://www.telexwireless.com/2415AA-5.jpg
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Antenna Types ï Vertical  

Å Omni  -  an antenna  which 
radiates power uniformly in all 
directions in one plane, with the 
radiated power decreasing with 
elevation angle above or below 
the plane, dropping to zero on 
the antenna's axis  

 

 

 

 

ÅCommonly used as an Access 
Point antenna in a Point - to -
Multipoint network system.  
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Antenna Types -  Cantennas  

 

Å Cantennas -  a directional waveguide antenna for long - range Wi -Fi use.  
Å Soup cans, Coffee cans, Pringle cans  

Å Tin cans are more solid than Pringles cans.  

ÅWhile Cantennas are useful for extending a wireless local area network, 
the tiny design makes them ideal for mobile applications such as 
wardriving . (Wikipedia)  

Å The design of the cantenna is so simple that it is often the first antenna 
WiFi experimenters learn to build.  

Å http://www.turnpoint.net/wireless/cantennahowto.html  

http://www.turnpoint.net/wireless/cantennahowto.html
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Antenna Types ï Log Periodic  

 

Å Log Periodic -  a log -periodic antenna is a broadband, 
multi -element, unidirectional, narrow -beam antenna  

Å For any frequency  
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RF Detection Devices  

Å The ZAP Checker has high sensitivity over a broad frequency 
spectrum  

Å Controls:  
Å 2 Display Modes ï An Analog meter and colored LED s 

(which are readable from a distance and at nighttime)  
Å An adjustable sensitivity knob  
Å 3 detection modes  
Å A switch -enabled silent vibrator  

Å Manual/electronic switching between antenna  
Å Has 2 internal, fixed antennas  

Å RF Signal Detection Only  
Å Cost: $150 -  $600 depending on model  
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RF Detection Devices  

Å RF detection devices come in many sizes, shapes and 
flavors. Which one you choose is dependent upon your need 
and how much your agency can afford.  
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WiFi Detection Devices  

Å Kensington WiFi detector  

Å Detects signal strength for all 802.11b/g networks up to 200ft  

Å Unit has 3 LEDs to indicate signal strength  

Å Reviews are poor!  

Å Cost ~$25.00  
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WiFi Detection Devices  

Å Kensington WiFi Finder Plus  

Å Detects signal strength for all 802.11b/g and active 
Bluetooth® enabled networks within range  

ÅBluetooth glows blue when detected  

ÅFilters out cordless phones, cell phones and microwave 
ovens  

Å Unit has 6 LEDs to indicate signal strength  

Å Better reviews  

Å Cost ~$22.00  
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WiFi Detection Devices  

Å Hobbes WL -F601 Wifi Detector  

ÅHas actual WiFi receiver for 802.11b/g  

ÅCost ~$51.00  
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WiFi Detection Devices  

Å Custom Branded Digital Wifi Finder  

Å Has actual WiFi receiver for 802.11b/g  

ÅBacklit display  

ÅLi-Polymer rechargeable battery via USB  

Å Cost ~$85.00  
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WiFi Detectors  

ZyXEL  Model AG - 225H WiFi Detector  

ÅIt is not only an adapter, but a WiFi finder as well  

ÅIt covers 802.11 a/b/g  

ÅCost is $80+  
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WiFi Detectors  

Å Linksys Model WUSBF54G WiFi detector  

ÅIt is not only an adapter, but a WiFi finder as well  

ÅIt covers 802.11 b/g  

ÅCost $50 -  $75  
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Lens Detector  

Å Demonstration of: SpyFinder  

ÅBug Detector  

ÅOptical Camera detector  
ÅProvides a light source that reflects from a hidden camera lens  

ÅCost ~$75.00  
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Site Survey  

Site survey of area around suspect  

Å Wireless drive by of suspect location  

Å Wireless walk around of suspect location  

ÅKismet -  (Linux)  

ÅKisMAC  ï (Mac Computers)  

ÅVistumbler  ï (Windows)  

ÅNetstumbler  ï (Windows prior to Win7/Vista)  

ÅWiFiFoFum  ï Hand Held Devices  
ÅWindows Mobile and Android OS  

ÅWifi Analyzer  ï Hand Held Devices  
ÅAndroid OS  
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Area Around Suspect  

28  

Metal buildings 
or foil in the 
insulation may 
re - direct RF 
signals  
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Wireless Detection Tools  

Equipment for the Wireless Aspect  

ÅLaptop  

ÅYagi Antenna  

ÅProxim  PC Card / Proxim  USB Network Adapter  

ÅSoftware  

ÅVistumbler / NetStumbler  

ÅKismet ï Backtrack CD  

ÅKisMAC 

ÅHandheld Wireless Detection Devices  

ÅLinksys  

ÅTargus  

ÅKensington  

ÅSmart Phone  
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KisMAC 

KisMAC is an easy to use Mac Tool to survey access points  
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KisMAC 

KisMAC has a wild graph mode  
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NetStumbler  

Å Network Stumbler ï 

ÅLast updated in 2005 ï No new driver updates  

ÅWill not work on Vista or Win 7  
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NetStumbler  

Å Signal to Noise Ratio (SNR) ï The higher the number, the 
closer to the wireless access point (Router)  

Signal to Noise Ratio  
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NetStumbler  

Å Graph Mode ï The closer to the wireless access point, the 
higher the graph line goes.  
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Vistumbler  

Å Vistumbler ï 

ÅVery similar to NetStumbler  

ÅRuns in Vista and Win 7  
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Vistumbler  

Å Vistumbler ï 

ÅSignal to Noise Ratio called Signal or High Signal  

ÅFilter by clicking on column heading  

ÅThe higher the signal the closer the wireless access point  
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Vistumbler  

Å Vistumbler ï 

ÅGraph Mode  

ÅThe closer to the wireless access point, the higher the 
graph line goes  
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Hand -Held Device Tools  

WiFiFoFum ï Hand -
Held Wifi detection 
tool  

 

Available for the Droid 
and Windows Mobile 
platforms  
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Hand -Held Device Tools  

WiFiFoFum ï Includes 
the ability to log your 
activity and scan 
access points for 
services running  
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Hand -Held Tools  

Wifi Analyzer -  Android Operating 
System  

 

Graph View  

The closer you get to the access 
point the higher the line on the 
graph goes.  
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Hand -Held Tools  

Wifi Analyzer  

 

Meter View  

The closer you get to the access 
point the higher the needle climbs 
on the meter  

Not close to 2WIRE387  
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Hand -Held Tools  

Wifi Analyzer  

 

Meter View  

Close to Madhouse2  
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Document the Area  

Å Map out / survey potential access points and devices  

Å If you want to get really technical, use GPS  

Å Use the Linksys wifi detection device to walk by the suspect s 
location  

Å Plot the information on a map  
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Diagram of the Area  

44  

Suspect 
residence  
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Diagram of the Area: SSIDs  
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Linksys  

Mynet  

Default  

Home  Belkin  

Linksys  

Suspect 
residence  

Access points accessed  
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Search Tools  

Equipment at the scene  

ÅLaptop  

ÅWifi adapter (PC card, USB)  

ÅCat 5 and Crossover Cable  

ÅRAM Dump Software  

ÅEncryption detection software  

ÅBootable Linux disk  

ÅBag-and -Tag Tools  

ÅBoxes, bags, labels, etc.  
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Evidence Collection  

Å Set up an external device for evidence collection  

ÅUSB drive 8GB or larger  

ÅExternal Hard Drive  
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Wireless IP Lease  

48  

The WAN  is 

your external 

network 

address  

assigned by 

your ISP  

The LAN  is 

your internal  

private 

network 

address  

assigned by 

your router  
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Router  

Å There are several ways to determine the target routerôs IP 
address  

ÅConnect your laptop to the suspect s router with a cat 5 
cable to obtain an IP lease from the suspect router  

ÅRun Netscan, or  

ÅRun ipconfig from the command line  

ÅStart>Run>cmd>ipconfig  

ÅSuspect Interview  
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IPCONFIG Command  
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Wireless Network Access  

Å Netscan  

Å Sort by IP address  

Å Default gateway  

Å192.168.1.1  

ÅNetscan will also 
show you all the 
clients on the 
network  
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Gateway  

Clients  
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Wireless Network Access  

Å Ipconfig  

Å Default gateway  

Å192.168.1.1  

52  

Gateway  

Gateway  
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Wireless Network Access  

Å Once connected to the suspect s router, review the routerôs 
client tables if possible  

Å Open a browser  

Å Enter the default gateway IP address in the address bar  
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Wireless Network Access  
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Enter the IP address in the browser s address window  
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Wireless Network Access  

Å You will be prompted for a 
User name: and Password:  

Å Try the default  

Å Suspect Interview  

Å Check Firefox passwords  

ÅIf applicable   

Å The default for Linksys SOHO 
routers is:  

ÅUser name: leave blank  

ÅPassword: admin  
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*Firefox: Tools>Options>Security>Saved Passwords  
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Wireless Network Access  

ÅDefault settings to access wireless routers  

Åhttp:// www.phenoelit -us.org/dpl/dpl.html  

ÅFirefox Saved Password list  

Å *Firefox : Tools>Options>Security>Saved Passwords  
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http://www.phenoelit-us.org/dpl/dpl.html
http://www.phenoelit-us.org/dpl/dpl.html
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Wireless Network Access  

ÅBasic wireless settings  
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