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What iIs SEARCH?

A Non -profit based in Sacramento, CA

A Funded to offer assistance to law enforcement throughout the
country
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What iIs SEARCH?

www.search.org

A Low-cost (or free) law enforcement training around the U.S.
A Introduction to Computer Crime
A Cell Phone Data Recovery
A Advanced Responders: Search and Seizure of Networks
A Social Networking Website Investigations
A Peer-to-Peer
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What iIs SEARCH?

A Free technical assistance to federal, tribal, state and local LE

A Other resources
A SEARCH ISP List
A SEARCH Investigative Toolbar
A Whitepapers
A LE conference speakers
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Who We Are

Chris Armstrong
High - Tech Crime Training Specialist
carmstrong@search.org
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Who We Are

Elizabeth Tow
High - Tech Crime Training Specialist
Eliazbeth@search.org
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WIFI Tools of the Trade

A Knowledge of the Networking Equipment
A Understanding Antennas

A Radio Frequency (RF) Detection

A Software Tools

A Hardware Tools

A Standards
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Tools of the Trade

Wireless Routers

USB Adapters

Cards Adapters

Wireless Cameras

Wireless Game Systems
Wireless Computers
Wireless Tablets

Wireless what ever é

g

< ®
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What is a Radio Frequency?

Radio Frequency (abbreviated as RF, rf or r.f.):

A term referring to an alternating current (AC) having
characteristics such that if the current is input to an antenna,
an electromagnetic (EM) field is generated suitable for wireless
broadcasting and/or  communications

A When an RF current is supplied to an antenna, an
electromagnetic field is created that is able to magnify and
expand through space
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Radio Frequency (RF)

A Your ability to find hidden RF transmitters or WiFi access
points is directly related to the efficiency of your antenna!

A The efficiency of your antenna system is dependent on

A The gain of the antenna
A How well the antenna converts power into radio waves

A Lowest loss transmission line
A Power loss during conversion from power to radio waves

A The best possible impedance match
A Maximize power transfer minimize reflections

A Using the correct polarization (+ or -) when searching for
the hidden transmitters

A Your best bet, use a commercial antenna system
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Antenna

Antenna - A device that converts electrical RF
energy into electromagnetic waves.
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Radio Frequency (RF)

A RF can be altered

A The things it does and where it goes are often rather
strange but explainable

A RF waves can be:

A Reflected i When a wave bounces off something

A Refracted 1 Part of a reflected wave that keeps going
straight

A Diffracted i Bent around an object

A Scattered i When a wave hits an uneven surface

A Absorbed 1 When a wave hits concrete, wood, trees
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Line of Sight & Fresnel Zone

A If unobstructed, radio waves will travel in a straight line from
the transmitter to the receiver.

A This is called Line of Sight (LOS)

A But if there are obstacles near the path, the radio waves
reflecting off those objects may arrive out of phase with the
signals that travel directly and reduce the power of the
received signal

A This is called the Fresnel Zone
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Antenna Directivity

Antenna Directivity - The directivity of an antenna is given by
the ratio of the maximum power to the average radiation power.

Example: 2.4 GHz long panel antenna designed primatrily for
use at Wireless Internet Point of Presence

Horizontal Pattern Vertical Pattern
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Antenna Types: Yagi

A Yagi - are directional antenna
along the axis perpendicular to
the dipole in the plane of the
elements
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http://www.telexwireless.com/2415AA-5.jpg

Antenna Types 1 Vertical

A Omni - an antenna which
radiates power uniformly in all
directions in one plane, with the
radiated power decreasing with
elevation angle above or below
the plane, dropping to zero on
the antenna's axis

A Commonly used as an Access
Point antenna in a Point  -to-
Multipoint network system.

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 15




Antenna Types - Cantennas

A Cantennas - a directional waveguide antenna for long -range Wi -Fi use.
A Soup cans, Coffee cans, Pringle cans
A Tin cans are more solid than Pringles cans.
A While Cantennas are useful for extending a wireless local area network,
the tiny design makes them ideal for mobile applications such as
wardriving . (Wikipedia)
A The design of the cantenna is so simple that it is often the first antenna
WiFi experimenters learn to build.

A http://www.turnpoint.net/wireless/cantennahowto.html
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Antenna Types 1 Log Periodic

A Log Periodic - a log -periodic antenna is a broadband,
multi -element, unidirectional, narrow -beam antenna

A For any frequency

S5 FEEQ POINT
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RF Detection Devices

A The ZAP Checker has high sensitivity over a broad frequency
spectrum

A Controls:

A 2 Display Modes i An Analog meter and colored LED S
(which are readable from a distance and at nighttime)

A An adjustable sensitivity knob
A 3 detection modes
A A switch -enabled silent vibrator
A Manual/electronic switching between antenna
A Has 2 internal, fixed antennas
RF Signal Detection Only
Cost: $150 - $600 depending on model

To T
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RF Detection Devices

A RF detection devices come in many sizes, shapes and
flavors. Which one you choose is dependent upon your need
and how much your agency can afford.
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WIFI Detection Devices

Kensington WiFi detector

Detects signal strength for all 802.11b/g networks up to 200ft
Unit has 3 LEDs to indicate signal strength

Reviews are poor!

Cost ~$25.00

To Io Do Io o

ot
iy YN

—
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WIFI Detection Devices

A Kensington WiFi Finder Plus

A Detects signal strength for all 802.11b/g and active
Bluetooth® enabled networks within range

A Bluetooth glows blue when detected

A Filters out cordless phones, cell phones and microwave
ovens

Unit has 6 LEDs to indicate signal strength
Better reviews
Cost ~$22.00

T T I

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 21




WIFI Detection Devices

A Hobbes WL -F601 Wifi Detector
A Has actual WiFi receiver for 802.11b/g
A Cost ~$51.00
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WIFI Detection Devices

A Custom Branded Digital Wifi Finder
A Has actual WiFi receiver for 802.11b/g

A Backlit display

A Li-Polymer rechargeable battery via USB
A Cost ~$85.00
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WIFI Detectors

ZyXEL Model AG -225H WiFi Detector

A 1t is not only an adapter, but a WiFi finder as well
A It covers 802.11 a/b/g
A Cost is $80+ 1.3 LCM Description

Detect Mode Security Information
B Display up t_u 15 detected WEF security is enabled.
networks in the order of the WPA acurity iz enabled.
= - a 3 A
without any security setting (no security)
(free hot spat).
(@) Display the dedicated network Signal
you cheose to use Indicate A/BIG World Wide Radic

Band.
Entry 5 levels of signal strenath.
Display the curent Aal 502 11a made at 5 GHz band
entry of the detected Bl 802 11b made at 2 4 GHz band

Access Points. Users

G .
can detect up to 15 _-II 802 11g mode at 2 4 GHz band

networks at one time.
Channel Power
Display the radio SSID i Display Low Battery
channe! of the The SSID idenfifies the Service Set Gl Display Full Battery
getected network. to the network users detect. When
the length of SSI0 is longer than 12
characters, it will be scrolled
horizontally.
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WIFI Detectors

A Linksys Model WUSBF54G WiFi detector
A 1t is not only an adapter, but a WiFi finder as well
A It covers 802.11 b/g
A Cost $50 - $75
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Lens Detector

A Demonstration of: SpyFinder
A Bug Detector

A Optical Camera detector
A Provides a light source that reflects from a hidden camera lens
A Cost ~$75.00

N\ I
g Ay
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Site Survey

Site survey of area around suspect
A Wireless drive by of suspect location
A Wireless walk around of suspect location
A Kismet - (Linux)
A KisMAC i (Mac Computers)
A Vistumbler i (Windows)
A Netstumbler I (Windows prior to Win7/Vista)

A WiFiFoFum 1 Hand Held Devices
A Windows Mobile and Android OS

A Wifi Analyzer 7 Hand Held Devices
A Android OS
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Metal buildings
or foil in the
insulation may
re -direct RF
signals
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Wireless Detection Tools

Equipment for the Wireless Aspect
A Laptop
A Yagi Antenna
A Proxim PC Card/ Proxim USB Network Adapter
A Software
A Vistumbler / NetStumbler
A Kismet i Backtrack CD
A KisMAC
A Handheld Wireless Detection Devices
A Linksys
A Targus
A Kensington
A Smart Phone
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KisMAC

] ‘ 1 | ‘
Ch SSID BSSID Enc  Type Signal Avg MaxSignal Pack... Data Last Seen

# | SN
0 1 2WIRE387 C0:83:0A:84:63:09 WPA managed 81 81 86 1774 267.58KiB 2011-02-22 11:36:26 -0800 (]
1 9 Madhouse2 00:18:E7:F7:7D:4E WPA managed 114 120 155 11898 4.01MiB 2011-02-22 11:36:27 -0800 (-]
2 1 ckmwitters 3C:EA:4F:67:06:91 WPA2 managed 67 66 69 333 34.47KiB 2011-02-22 11:36:26 -0800 (-]
3 1 7E94CE136DEOE8 00:16:01:A1:90:6F WPA managed 67 66 70 598 158.69KiB 2011-02-22 11:36:26 -0800 o
4 3 2WIRE718 3C:EA:4F:D0:C2:21 WPA managed 70 70 888 133.87KiB 2011-02-22 11:36:26 -0800 (-]
5 6 kandb 00:14:BF:97:68:CD WPA managed 0 67 7 922 97.24KiB 2011-02-22 11:36:25 -0800 (]
6 6 2WIREO61 C0:83:0A:47:D0:E9 WPA managed 0 67 76 997 145.19KiB 2011-02-22 11:36:25 -0800 @
7 6 LeZalla's Network 00:21:E9:B8:7C:7C WPA managed 0 67 71 543 157.81KiB 2011-02-22 11:36:20 -0800 o
8 6 2WIRE317 3C:EA:4F:09:31:69 WPA managed 0 67 70 809 97.60KiB 2011-02-22 11:36:25 -0800 (-]
9 8 2WIRESS1 00:26:50:F6:E6:29 WEP managed 0 68 72 560 43.98KiB 2011-02-22 11:36:26 -0800 (-]

10 7 2WIREL172 C0:83:0A:F1:07:AS WPA managed 69 69 79 1013 158.39KiB 2011-02-22 11:36:27 -0800 (-]

11 10 2WIRE846 34:EF:44:D0:36:C9 WPA managed 0 72 76 1268 155.18KiB 2011-02-22 11:36:26 -0800 (]

12 11 Gypsy D8:30:62:31:3E:E7 WPA managed 0 65 70 613 178.35KiB 2011-02-22 11:36:25 -0800 (-]

13 11 gold3240 00:1E:8C:D0:3E:B2 WPA managed 0 66 73 882 93.89KiB 2011-02-22 11:36:25 -0800 (-]

14 2 2WIRE223 00:1A:C4:94:2C:B9 WPA2 managed 0 66 69 26 2.10KiB 2011-02-22 11:34:43 -0800 @

15 11 Zeus 00:25:BC:89:C1:4B WPA2 managed 0 65 71 447 65.84KiB 2011-02-22 11:36:22 -0800 o

16 11 Gypsy 00:19:E3:FB:CC:FD WPA managed 0 66 70 579 169.56KiB 2011-02-22 11:36:25 -0800 (-]

17 11 Ferg345 00:1B:5B:5B:02:E1 WEP managed 0 65 72 225 17.79KiB 2011-02-22 11:36:25 -0800 ]

18 11 <hidden ssid> 00:16:E3:A0:99:AD WPA managed 0O 65 66 8 1.18KiB 2011-02-22 11:35:05 -0800 @

19 5 2WIRE436 BO:E7:54:47:76:39 WPA managed 0 65 70 39 4.65KiB 2011-02-22 11:36:21 -0800 (]

20 11 <any ssid> 00:26:BB:15:D7:1C probe 0 108 124 400 44.14KiB 2011-02-22 11:25:02 -0800 @

21 1 Rose's House 00:25:3C:AF:BE:B9 WPA2 managed 0O 65 68 25 2.64KiB 2011-02-22 11:33:52 -0800 ("]

22 6 2WIRE765 00:18:3F:0A:2C:C1 WEP managed 0 66 66 1 82B 2011-02-22 11:22:47 -0800 @

23 8 2WIRESS3 3C:EA:4F:D4:BB:D1 WEP managed 0 65 68 40 3.19KiB 2011-02-22 11:34:52 -0800 o

24 6 diment 00:18:E7:EF:DD:3C WPA managed 0 66 67 6 1.88KiB 2011-02-22 11:35:52 -0800 (-]

25 11 Lo&Trav 00:1C:DF:5D:FD:C1 WPA managed 0 64 65 3 2558 2011-02-22 11:33:18 -0800 (-]

26 7 2WIRE642 34:EF:44:DB:B9:59 WPA managed 0 66 66 1 1528 2011-02-22 11:35:52 -0800 ("}

D@@@ Stop Scan * _

A

KisMAC is an easy to use Mac Tool to survey access points
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G T — ;
' Signal :; 15 sec ] w@

2WIRE387

2WIRE718

2WIRE317
2WIREQG1

LeZalla's Network

Stop Scan *
A

KisMAC has a wild graph mode
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NetStumbler

A Network Stumbler 7
A Last updated in 2005 i No new driver updates
A Will not work on Vista or Win 7

"% Network Stumbler - [20050323175113]

B[=%]

@ File Edit View Device Window Help
O = & b8y o B B e 5552 ®

+- "4 Charnels % MAC | 551D Mame | Ch.. | Speed | Wendaor | Type | Encr.. | SMR | Signa

+-=tk 551D ) 000C41E 30365 greerhaven 7 54 Mbps Linksys AP 13 78

+ T Filers ¢ O030BDE390EF 11 11Mbps Bekin AP 15 &1
¢ O003EDFEIDFA  Mupics E 54 Mbp: Funtop AP 52 -3
(@) O00FEE1 94205 sqi E*  BdMbps Linksys AP WEP 14 B8
(@) 000C4119356C  AtHomewIFl 3 54 Mbps Linksys AP WEP 23 73
@) 000C4118727F Training 1 11 Mbps  Limksys AP WEP 34 53
(@ 000C4112D9FA sgi 10 G4Mbps Linksys AP WEP 24 E8
< »

Ready 7 APs active GPS: Disabled 32



NetStumbler

A Signal to Noise Ratio (SNR) I The higher the number, the
closer to the wireless access point (Router)

“4” Network Stumbler - [20050323175113] M==

@ File Edit View Device Window Help - ax

Dﬁn I:;"‘:%U:]E EE o= o-o- iS22 ?

+-"" Chanrels % MALC | 53ID | Mame | Ch..| Speed | Wendor | Tupe | Encry.. | SMR ) Signa

+-k 55IDs (D OOOC4IEZO3ES  greenhaven 7 EdMbps Linkss AP 18 | 78

+- 7 Filters ) 0030BDEAADEF 11 11Mbps Bekin &P 15 | =
@ 0003EDFS10FA  Mopics E  GdMbps FRuntop AP g2 | a6
@ 00OFGG194205  sai &  SdMbps Linksys AP wEP |14 | 68
@ 000C41193540  AtHomewIF) B SdMbps Linksys AP wEP |23 | 72
@ 000C4118727F Training 1 11Mbps Linksys &P wEP |34 | =3
@ 000C4112D9FA i 10 Gd4Mbps Linksys AP WEP |24 | 68

Signal to Noise Ratio

Ready 7 APs active GPS: Dizabled
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NetStumbler

A Graph Mode i The closer to the wireless access point, the
higher the graph line goes.

4 Network Stumbler - 20081010021539 H
File Edit View Device Window Help

D |k D o E ®RA~NR

=1olx]

[ 20081010021539

‘i Channels

=& SSIDs

[tk

£k 2WIRE332

£ 2WIRES1S

]tk ACTIONTEC

b attwifi

2k belkinGdg

1=k Lesco Family Network

- linksys
@) 000FEEDFCTSF
(O 001839755129
Q
(O 0018FSCF4228
() 001D7ECCEE44

-4 oxfordcheyenne

+-2k the hub

[+ tmobile

#-F Fiters

hal/Noise, dBm

- - -

810/10/200810/10/200810/10/200810/10/2008 10/10/200810

100 0/10/200810/10/200810/10/200810/10/2008 10/
215:41 AM 2-16:406M 217-40AM 21840 AM 219:40 AM 220:40 M 2:21:40AM 2:22:40 AM 2:23:40 AM 2:24:40 M 22540 AM 2:26:40 M 2

Ready 4 APs active GPS: Disabled

20/20 4

34



A Vistumbler
A Very similar to NetStumbler
A Runs in Vista and Win 7

L) Vistumbler v10.1 Beta 17 - By Andrew Calcutt - 05/12/2011 - (2011-06-15 11-30-36.mdb)
i il - -

File Edit Options View Settings Interface
| Sop || UseGPS | Active APs: 16/ 18
Actual loop time: 1001 ms

[ Gaont |

+- Authentication #

+- Channel

+- Encryption @1

+)- Network Type @2

+1-55ID @3
a4
@5
@6
@7
@38
@9
@10
@11
@12
@13
@14
@15
w16
@17
@18

Extra Help

Active

Dead

Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Dead

Active
Active

*Support Vistumbler*

Latitude: N 0000.0000
Longitude: E 0000.0000

Mac Address

00:25:BC:89:C1:4B
00:1E:8C:D0:3E:B2
D8:30:62:31:3E:E7
00:19:E3:FB:CC:FD
B0:E7:54:47:76:39
98:2C:BE:B5:E7:C1
C0:83:0A:47:D0:E9
00:18:E7:F7:7D:50
00:25:BC:89:C1:4C
00:18:E7:F7:7D:4E
00:16:01:A1:90:6F
98:2C:BE:29:B7:D9
98:2C:BE:C1:30:C1
3CEA4FRDO:C2:21
00:1A:C4:94:2C:B9
3C:EA4FFA:81:20
00:1B:5B:58:02:E1
00:1C:DF:5D:FD:C1

m

SSID

Zeus
gold3240
Gypsy
Gypsy
2WIRE436
2WIRE124
2WIRE061
Madhouse5
Zeus (5 GHz)
Madhouse2

7E94CE136DEOEB310904E...

2WIRE779
lisalipe
2WIRE718
2WIRE223
2WIRE207
Ferg345
Lo&Trav

Signal
0%
35%
30%
35%
33%
33%
33%
35%
18%
80%
18%
30%
35%
15%
18%
0%
21%
A%

High Signal
38%
45%
51%
41%
1%
46%
33%
38%
20%
80%
18%
31%
38%
18%
20%
15%
A%
A%

Channel  Authentication
1 WPA2-Perscnal
11 WPA-Personal
11 WPA2-Personal
1 WPA2-Personal
6 WPA-Personal
10 WPA2-Persconal
7 WPA2-Personal
161 WPA2-Personal
157 WPA2-Perscnal
1 WPA2-Personal
1 WPA-Personal
1 Open

3 Open

3 WPA2-Personal
6 Open

2 WPA2-Personal
1 Open

11 WPA-Personal
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Encryption
CCMmP
TKIP
CCmp
CCMmP
TKIP
CCMP
CCMP
CCMP
CCMmpP
CCMP
CCMP
WEP
WEP
CCMP
WEP
CCMP
WEP

Network Type
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure

Latitude

N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000

Longitude

E 0.0000000
E 0.0000000
E 0.0000000
E 0.0000000
E 0.0000000
E 0.0000000
E 0.0000000
E 0.0000000
E 0.0000000
E 0.0000000
E 0.0000000
E 0.0000000
E 0.0000000
E 0.0000000
E 0.0000000
E 0.0000000
E 0.0000000
E 0.0000000



A Vistumbler

@10
@1
@4
a6
@3
@2
@13
@5
&8
@17
@
@7
@19
@1
@13
w15
&9
=)
@20
@2
@1

18

Vistumbler

A Signal to Noise Ratio called Signal or High Signal
A Filter by clicking on column heading
A The higher the signal the closer the wireless access point

Active

Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Dead

Dead

Active
Dead

Dead

Dead

Active
Naad

Mac Address
00:18:E7:F7:7D:4E
00:25:BC:89:C1:4B
00:19:E3:FB:CC:FD
98:2C:BE:B5:E7:C1
D8:30:62:31:3E:E7
00:1E:8C:D0:3E:B2
98:2C:BE:C1:30:C1
B0:E7:54:47:76:39
00:18:E7:F7:7D:50
00:1B:5B:5B:02:E1
98:2C:BE:29:B7:D9
C0:83:0A:47:D0:E9
C0:83:0A:84:63:09
00:16:01:A1:90:6F
00:1C:DF:5D:FD:C1
00:1A:C4:94:2C:B9
00:25:BC:89:C1:4C
00:21:E9:B8:7C:7C
3C:EA:4F:09:31:69
3CEA4F:67:06:91
3CEAM4FDO0:C2:21

D.CAMC.CA01.ON
1113

SSID

Madhouse2
Zeus

Gypsy
2WIRE124
Gypsy
gold3240
lisalipe
2WIRE436
Madhouse5
Ferg345
2WIRE779
2WIRE061
2WIRE387

7E94CE136DEOES310904E...

Lo&Trav
2WIRE223

Zeus (5 GHz)
LeZalla's Network
2WIRE317
ckmwitters
2WIRE718

MNAMDCINT

Signal
80%
36%
36%
43%
26%
40%
31%
38%
38%
26%
23%
26%
26%
20%
0%
0%
16%
0%
0%
0%
13%

nos

High Signal
99%
61%
56%
53%
53%
50%
48%
46%
40%
36%
36%
36%
30%
26%
21%
21%
21%
20%
20%
18%
18%

1680/

Channel

1

1
1
10
1
1
3

6
161
1
11
7
10
1
1
6
157

b W = Oy n

Authentication

WPA2-Personal
WPA2-Personal
WPA2-Personal
WPA2-Personal
WPA2-Personal
WPA-Personal
Open
WPA-Personal
WPA2-Personal
Open

Open
WPA2-Personal
WPA2-Personal
WPA-Personal
WPA-Personal
Open
WPA2-Personal
WPA2-Personal
WPA-Personal
WPA-Personal
WPA2-Personal

WINADY Neavrmn- 1

Encryption

CCMP
CCMP
CCMP
CCMP
CCMP
TKIP
WEP
TKIP
CCMP
WEP
WEP
CCMP
CCMP
CCMP
TKIP
WEP
CCMP
CCMP
TKIP
TKIP
CCMP

(el ¥ 13}

Network Type

Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure
Infrastructure

Tfenrdeiimdiien

Latitude

N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
N 0.0000000
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m
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Vistumbler

A Vistumbler i
A Graph Mode

A The closer to the wireless access point, the higher the
graph line goes

(2} Vistumbler v10.1 Beta 17 - By Andrew Calcutt - 05/12/2011 - (2011-06-15 ]
File Edit Options View Settings Interface Extra Help *Support Vistumbler*

Stop Use GPS | Active APs: 13 /24 Latitude: N 0000.0000
Actual loop time: 1003 ms Longitude: E 0000.0000
100%

60%

o
%

40%
30%

20%

10%

Mac Address
00:18:E7:F:TDAE
00:25:BC:89:C1:4B

High Signal Channel  Authentication Encryption Network Type  Latitude Longitude

9% 1 | WPA2-Personal ] Infrastructure | N0.0000000 | £0.0000000
61% 3 WPA2-Personal CCMP Infrastructure N 0.0000000  E0.0000000

Manufacturer Lab¢ *

Apple, Inc Unk

-4 Active 00:19:E3:FB:CC:FD  Gypsy 35% 56% 11 WPA2-Personal ~ CCMP Infrastructure N 0.0000000  E 0.0000000 Apple Computer Inc. Unk

@6 Active 98:2C:BE:B5:E7:C1  2WIRE124 33% 53% 10 WPA2-Personal  CCMP Infrastructure N 0.0000000  E0.0000000  2Wire Unk

@3 Active D8:30:62:31:3E:E7  Gypsy 20% 56% 1 WPA2-Personal ~ CCMP Infrastructure N 0.0000000  E0.0000000  Apple, Inc Unk

@2 Active 00:1E:8C:D0:3E:B2  gold3240 38% 50% 1 WPA-Personal TKIP Infrastructure N 0.0000000  E0.0000000  ASUSTek COMPUTERL.. Unk ~ 3 7
< n »

— — E = ——u Y,




Hand - Held Device Tools

_all ATET = 9:53 AM —3

WiFiIFoFum 1 Hand -

Held Wifi detection
tool
Available for the Droid " Wireless Demo
and Windows Mobile :
platforms A icAc
"Pcast Demo Express

" Free Public WiFi
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Hand - Held Device Tools

WiFiIFoFum 1 Includes

the ability to log your stream357 -
activity and scan e
access points for i O 1 255
services running —————— " s
e2:d4:c6:1c:a0:c3
Pcast Demo Express 6 24

00:23:12:fb:46:51
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Hand - Held Tools

O ¢ el < 3G a1 B2 2:24 pm
Wifi Analyzer

Wifi Analyzer - Android Operating
System

Graph View

The closer you get to the access
point the higher the line on the
graph goes.

2WIRE718 2JWIREBG172
85

Total Network Visibility
WWW.apcon.com

Ads by Google
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Hand - Held Tools

Wifi Analyzer

Meter View

The closer you get to the access
point the higher the needle climbs
on the meter

Not close to 2WIRE387

SEARCH, The National Consortium for Justice Information and Statistics |

< C ¢ <= ) E2 2:29em

-

Wifi Analyzer

2WIRE387 (c0:83:0a:84:63:09)

Sound

Wireless Factory?
plantmesh.com/wirelessfactory
Ads by Google

www.search.org

OFF
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Hand - Held Tools

O ¢ O = ) EE2:29em
Wifi Analyzer

Wifi Analyzer

Meter View
Close to Madhouse?2

Madhouse2 (00:18:e7:f7:7d:4e)

- Sound

Wireless Factory?
Is a Wireless Ethernet Factory even possible? =,
YES.) .
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Document the Area

Map out / survey potential access points and devices
If you want to get really technical, use GPS

Use the Linksys wifi detection device to walk by the suspect S
location

Plot the information on a map

o Io Do Ix
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Narl-

G

Diagram of the Area: SSIDs

5
_ﬁﬂﬁ“:’ Sacramento
oy
et ¢~ Suspect
ﬁéwﬂ residence
Linksys e "E:I"'-ﬁi ® Defatilt
Mynet, ' ® ®  Linksys

shellwood Wa.g,r

Home e Belkin

Access points|accessed

|
S Land Park-Dr =
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Search Tools

Equipment  at the scene
A Laptop
A Wifi adapter (PC card, USB)
A Cat 5 and Crossover Cable
A RAM Dump Software
A Encryption detection software
A Bootable Linux disk
A Bag-and-Tag Tools
A Boxes, bags, labels, etc.
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Evidence Collection

A Set up an external device for evidence collection

A USB drive 8GB or larger
A External Hard Drive

Name = I Bxt | Sizel Type I Datel Tlmel Attr |
e
) NetScan File Folder 10/7/2008 8:54 AM d
) Net Stumbler File Folder 10/7/2008 8:55 AM d
\_) Panda Anti-Rootkit File Folder 10/7/2008 857 AM d
() RamDump File Folder 10/7/2008 843AM d
CIWFT File Folder 10/7/2008 844AM d
() Wireless Keyview File Folder 10/7/2008 858AM d
() ZeroView File Folder 10/7/2008 852AM d

SEARCH, The National Consortium for Justice Information and Statistics |

www.search.org
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Wireless |IP Lease

The LAN is
your internal
private
network
address
(MAC Address: 00-06-25-65-84-80)
IP address: 192.168.1.1 assigned by
Subnet Mask: 255.255,255.0 your router
DHCP server: Enabled
(MAC Address: 00-06-25-65-84-81) The WAN is
' ACOFESS! 67.164.209,223
& Addre your external
Subnet Mask: 255.255.255.0
— network
Default Gateway: 67.164.209.1
68.67.76.175 address
62.87.78.130 assigned by
0.0.0.0
DHCP Remaining Time: o days 15:27:05  Your ISP
SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 48




Router

A There are several ways to determir
address
A Connect your laptop to the suspect S router with a cat 5

cable to obtain an IP lease from the suspect router
A Run Netscan, or
A Run ipconfig from the command line
A Start>Run>cmd>ipconfig

A Suspect Interview

SEARCH, The National Consortium for Justice Information and Statistics | www.search.org 49




cv Command Prompt

C:\>ipconfig

Windows IP Configuration

Ethernet adapter UMware Network Adapter UMnet8:

Connection—specific DNS Suffix
LB AdAPeSS 7o i e as i e e 192.168.63.1
Subnet - Mask & o e e e e e e e e 255.255.255.0

Default Gateway . . . . . . . .
Ethernet adapter UMware Network Adapter

Connection—specific DNS Suffix
IP Address. . . . . 192.168.226.1
Subnet Mask . . . . 255.255.255.08

Default Gateway . .
Ethernet adapter Wireless Network Connection:

Connection—specific DNS Suffix

IR AP eSS i i e s e et e 192.168.1.109
sSubnet: Mask- oo G ararere e e 255.255.255.0
Default Gateway . . . . . . . . 192.168.1.1

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP Address. . . . . . . 192.168.1.1681
Subnet Mask . . . . . 255.255.255.08
Default Gateway . . . 192.168.1.1
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Wireless Network Access

o L T T S — il =1oi x|
] File View Actions Options Help
A Netscan Do H| E e < ok | 52 @ | @ | &} visitDeveloper's web-site
|IPRangeFrom | 192 . 168 . 1 . © |To| 1952 . 168 . 1 . 255 [P Startscanning -~ fili
A Sort by IP addreSS IP Address - | Host Name | MAC Address | Response Time | Port | sNmP | Log..
@ 192.168.1.1 (— 8ms
A D f |t t = i 52.158.1.100 ’ ODDOOOCZ25AT Gateway 2ms
e au ga eway = .2:192.168.1-.-101 ’ CAmstrong TMS search.org Oms
(=] printS
A 19216811 .g:?azér:;fwz 19 ms
. ¢ 192.1628.1.103 < ClientS 65 ms
A Netscan will also
show you all the
clients on the
network
4 il | o
!Ready {5 computers) h‘hreads: 0 |
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T2 Wireless Network Access

cv Command Prompt

A |pC0nf|g C:\>ipconfig
Windows IP Configuration
A Default gateway
Ethernet adapter UMuare Network Adapter UMnet8:
A 192-168-1-1 Connection—specific DNS Suffix

IR AAAPESS o s o s as s ar a a a 192.168.63.1
Subnet Mask o o e S e e e e 255.255.255.08
Default Gateway . . . . . . . .

Ethernet adapter UMware Network Adapter UMnetil:

Connection—specific DNS Suffix
IR AdAresSsE  a  a e e w e w e e
subnet: Mask: o o s e s R R e e
Default Gateway . . . . . . . .

192.168.226.1
255.255.255.08

Ethernet adapter Wireless Network Connection:

Connection—specific DNS Suffix

IP Address. . . . . 192.168.1.109
Subnet Mask . . . . 255.255.255.8
Default Gateway . . 192.168.1.1

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP Address. . . . 192.168.1.161
Subnet Mask . . . 255.255.255.0
Default Gateway 1922.168.1.1
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Wireless Network Access

A Once connected to the suspect S router, review t
client tables if possible

A Open a browser
A Enter the default gateway IP address in the address bar
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Wireless Network Access

Enter the IP address in the browser s address window

/2 Google - Windows Internet Explorer e =10f x|
AA ~ |8 192.168.1.1 =] #2 1% | Jcoogke P~
Fle Edit View Favorites\ Tools Help Jo
o5 dhe 3 Google \ | I 2 ~ B - o= v :bPage v {Cf Tools v 2
Web |mages Maps News Shopping Gmail more v iGoogle | Sign in _‘_|

Google

Advsnosd Sesrch
Preferences
Langusge Tools

Google Search I'm Feeling Lucky I

New! Download Chrome (BETA) - the new browser from Google

Advertising Programs - Business Solutions - About Google

22008 - Privacy
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Wireless Network Access

You will be prompted for a 7]
User name: and Password: ?\
Try the default 4 ,

Sus peCt Interview The server 192.168.1.1 at WRT 150N requires a username

and password,

o Io Po  Ix

C h eCk FI refox paSSWO rd S Warning: This server is requesting that your username and
. password be sent in an insecure manner (basic authentication
A |f appl icable without a secure connection).
A The default for Linksys SOHO User name: € | |
routers is: Password: :
A User name: leave blank [ et Y e
A Password: admin
OK Cancel
*Firefox: Tools>Options>Security>Saved Passwords
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Wireless Network Access

A Default settings to access wireless routers
A http:// _www.phenoelit _-us.org/dpl/dpl.html

A Firefox Saved Password list
A *Firefox : Tools>Options>Security>Saved Passwords
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http://www.phenoelit-us.org/dpl/dpl.html
http://www.phenoelit-us.org/dpl/dpl.html
http://www.phenoelit-us.org/dpl/dpl.html
http://www.phenoelit-us.org/dpl/dpl.html

Wireless Network Access

A Basic wireless settings
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