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Sexting: How to Assess & Respond to

26" Annual San Diego International Conference on
Child and Family Maltreatment

using findings from 2 national studies
funded by the Dept. of Justice, OJJDP

Crimes against Children Research Center

University of New Hampshire
Janis Wolak & David Finkelhor
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Concerns about sexting

Is sexting widespread among youth?
Are young people

Compromising futures with images that
could be permanently available online?

Being charged with serious sex crimes and
placed on lifelong sex offender registries for
Impulsive teenage indiscretions?

Providing images to the online child
pornography trade?
CHILDREN®®



Overview

What Is sexting?

What youth tell us about the prevalence and
characteristics of sexting incidents

Varieties of sexting: A typology for thinking about
how to respond

How have police responded?

Recommendations for law enforcement, education
& prevention

CHILDREN:#



Findings from two CCRC studies

39Youth Internet Safety Survey

Telephone interviews with a national sample of
1,560 youth ages 10 to 17

Parental permission
Care taken to preserve privacy

39 National Juvenile Online Victimization Study
Nationalsample of>2,700LEagencies

Sexting cases handled by police in 2008 & 2009

Mail surveys asking if agencies had relevant cases,
followed by detailed telephone interviews about

Individual cases
CHILDREN



What is 'sexting’?

DEFINITI ON,ee

SEXTING

Sending of sexually explicit
photos or text through one' s
mobile phone to friends or
potential suitors,

Pholos: ST, AFP
DEFINITION....

SEXTING

verb, sexually,
suggestive text
messaging via
mobile deviges.

/What is sexting?

or videos.

sexting

Pronunciation: (‘sekstiry

noun
[mass noun] informal
the sending of sexually explicit photographs ce messages via mo

Like it or not , sexting ts part of growing up in 2010

Origin:
carly 215t century: blend of sex and texting (see exy (vixs) )

Sexting Is the act of text

messaging omeone sexually ;:
explict content such as racy
messages and erolic photographs 4

Stop Sexting

HOME / WHATS SEXTING? | GLOSSARY |

-

the term refers to the
practice of “youth writing
sexually explicit
messages, taking
sexually explicit photos
of themselves or others
in their peer group, and
transmitting those
photos and/or messages
to their peers.




We define sexting as

Sexual images
Created by minors (age 17 or younger)
Depicting self or other minors

Are or could be child pornography under
applicable criminal statutes
Includes creation, distribution or possession

Technologyfacilitated (cell phone, webcam, digital
camera, etc.)

1 T Ol A Al-profvced Gdxdaldniages"
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What is child pornography?
&AAAOAIT | Ax AAZEEI AO AEE
AADPEAOEIT 1T &£ OA@OAI I U
Sexual acts (e.g., oral sex, masturbation)

O, AOAEOEI OO A@GEEAEOEI I
Child 17 or younger

Many states follow the federal statute but some
states differ

CHILDREN:#



Sexting: Is everybody doing it?

;
‘SEXTING’

When teens send each other racy photos /

s ).extmg ke =y
s | Spinthe bottlcEE
i | fOrcyberage gt ¥ L

dlgest mnstantly H Eciesapsorecing learned theij

3 IN 10 YOUNG PEOPLE
HAVE SENT OR RECEIVED
NUDE PHOTOS ON THEIR
CELL PHONES OR ONLINE.

WANT TO KNOW MORE ABOUT SEXTING?

GET THE FACTS NOW »

2 caught sexti
N sartplones | eteies mailser Uiks week tn M (e Uhe sl el
hrowser, Follow the Congress of the Humanmies and Sockal Sclenoes, presem e | == SR jetures
tructsons abose oy prapers o everyUnirg (rom geodey 1oles in Tolk Aol argcs fl“' St‘!\lmL P 5

i<t to cultural naticeadism in o phobed world. Throudhou Y“u‘hs face m)rﬂ £
woek, we showoase somm of Uhe thost Inferosting oo, o —

."u.'.vlu-‘.ﬂ',’unl.rrun

scanlife By K \ca::\.;‘l‘u Azt :‘""'L'“;'"‘" ‘:ﬂ Ra foc = PEOPLE March 30,2005 T11
- s e wins texted) to iy
£ When a teenaged girl know-  fellowstadest.
—ce | ingly seads provocative pie- 10 home states, 3 con



Is sexting widespread?

20%-- Sex and Tech Survey, ages1l8 nude
or semtnude pictures

10%-- AP-MTYV Digital Abuse Study, ages-14
24, sexually suggestive or explipics

9% -- Cox Communications, ages-18, nude
or nearly nude photos

8% -- Hinduja &Patchin ages 1418, random
sample, 1 large school district, naked or semi
naked

2%0-- Pew Internet & American Life Project, ages- 12
17, national sample, sexually suggestive nude or
nearly nude

CHILDREN:#



Is sexting widespread?

Estimates vary based on Sexting is rampant.
Ages of youth

* 20% of teens readily admit

' ' to sharing nude sa—a—a—=- 7 —
Interviewed LoL OR OMGZ
- %ofteensthathav(  5yy 40 younG PEOPLE
Whether Sample IS nude photos via pho HAVE SENT OR RECEIVED
. NUDE PHOTOS ON THEIR
repl‘esentatlve Of 13 s B CELL PHONES OR ONLINE.

youth overall
How sexting is defined

GET THE FACTS NOW »




Sexting — Youth Perspective

We asked youth (X ¢ q AAde @ Gearly
pictures or video8 0 )T OEA DPAOO
Taken such pictures of themselves?
Of other kids under 187
Appeared In a picture taken by another youth?
Received such pictures?

Forwarded or posted pictures that someone else
took?

CHILDREN:#



How prevalent is sexting?

2.5% of youth (1017) had appeared in or created
a nude or nearly nude image Iin the past year

We asked them whether the pictures were
sexually explicit
O$EA AT U 1T £ OEA PEAOOOAC
O I ATT A6O Al OOl | ebd
Then we asked additional detalls, for both
explicit and norexplicit images, to capture
what was pictured

CHILDREN:#



How prevalent is sexting?

2 . 5%01: yOUth Respondent appeared

: in or created image
appeared in or created (2.5%)
a nude or nearly nude
image in the past year

Sexually explicit

1.3%appeared in or

created a sexually . .
explicit image

CHILDREN:#



Youth describe sexting incidents

| was just dating a boy and he wanted a picture and
just sent him my picture

Well, | did not have a boyfriend at this time, amhd
was curious as to what mX body would Iook like to

| OEAO DPAIT DI ) Ol

IxAO CAOOEI C AOAOOAA AO
this girl was there and she took a pic of me and sent
It to someone and it got around the school, and
after a month it went away

Wewere just messing around and being guys. It
wasn't anything sexual



How many youth received images?

[.1%o0f youth (1017) had received a nude or
nearly nude image In the past year

We also asked them whether the pictures were
sexually explicit and we gathered detalls, for

both explicit and norexplicit images, to capture
what happened in these incidents

CHILDREN:#



How many youth received images?

{.1%o0f youth

received a nude or
nearly nude image In
the past year

5.9%received a
sexually explicit image

Respondent received
image
(7.1%)

Sexually explicit

S
(5.9%) (1.2%)



Youth describe receiving images

Someonesent me a picture of my boyfriend and another
girl, and he's no longer my boyfriend

[| was] sitting in room and playing guitar. Got text message.
Opened it. It showed pictures of breasts, vagina. |
Immediately erased it

Thisboy had 4 pictures of a naked githe was showing
everybody in the classroom

In girls locker room and some girl asked if anyone wanted to
see a pic of her and her boyfriend and we thought it would
be them hanging out but they were in bed together

CHILDREN:#



More prevalent among older teens

% who appeared in or created sexually explicit
Images

Age 10 to 12, none
Age 13 to 15, 1%
Age 16 or 17, 3%

About half of incidents involved existing
romances

CHILDREN:#



Range of incidents, most not distressing

Of the youth who appeared in or created images
(n=39)

31%said the incident involved an aggravating
featurez mostly influence of alcohol/drugs, but also
threats, trickery, pictures taken secretly,
Inducements like money or gifts

Images were distributed 1b0%of incidents
28% of incidents were disclosed to an authority

21% were very or extremely upset, embarrassed or
afraid due to the incident

CHILDREN:#



Range of incidents, most not distressing

Of the youth whoreceived image$n=110)

15%said the incident involved an aggravating
feature zinfluenceof alcohol/drugstrickery, pictures
takensecretly

3%distributed images theyeceived
28% of incidents were disclosed to an authority

25%were very or extremely upset, embarrassed or
afraid due to the incident

CHILDREN:#



Often, sexting was not a one-time event

Of the youth who appeared in or created a sexually
explicit image (n=39)

41% said it happened once

23% said twice

36% said 3 or more times

CHILDREN:#



Who is most likely to be involved?

Sexual images, whether or not explicit
Older teens (16, 17)
Frequent, intense Internet and cell phone use

Online sexual behavior (talking about sex,
soliciting others, being solicited, downloading

pornography)
Online harassment

History of physical or sexual abuse, parent/child
conflict, depression, substance use, delinquency

Dating, sexually active
CHILDREN®#



Who is most likely to be involved?

Youth appearing in or taking sexually explicit
Images reported greater rates of

Sexual behavior, both erand offline
Sexual victimization

CHILDREN:#



Sexting & Adolescent Development

Adolescenceg Growing sexual curiosity,
knowledge and experience

Mid-adolescencg most have had romantic
partners, preoccupied with romantic concerns

Median age for sexual intercourse is 17
About 1/3 of kids earlier

Early sexual activity related to sexual,
psychological and other problems

Poor judgment, lack of emotional control, poor
performance in school

CHILDREN:#



What have we learned from youth?

Sexting Is not a normative adolescent behavior

Mostteenshave not appeared in or creatgdr
even receive@d sexualimagesthat meet legal
definitions of childpornography.
Howeverz even a small percentage can be a lot of
Kids
Sexting may not be a dramatic change in youth
risk-taking or sexual behavior, but may make
some of that behavior more visible

CHILDREN:#



Most sexting incidents do not come to
the attention of police

Youth said that 28% were disclosed to some
authority, including a parent

Incidents that come to police attention likely are
different and more serious than incidents in the
general youth population

CHILDREN:#



How we got information from police

A national sample of more than 2,700 law
enforcement agencies

Local, state & federal

Mail surveys asking if agencies had relevant cases,
followed by

Detailed telephone interviews with investigators
about individual cases

CHILDREN:#



How we got information from police

The mall survey asked,

O $ O @EDB @ 2009did your agency handle
any cases that involved sexual images created
by minors (age 17 or younger) AND these
Images were or could have been child
pornography under the statutes of your
jurisdiction? Please include:

Cases where minors took pictures of themselves OR
| OEAO T ETT OO6h EIT A1l OAET ¢ C

Such cases that may have been crimes, but were not
prosecuted for various reasons

# AOAO EAT Al AA AO EOOAT EI A

I\




We define sexting as

Sexual images
Created by minors (age 17 or younger)
Depicting self or other minors

Are or could be child pornography under
applicable criminal statutes

11 O AAI-DAIAA ODVADOEGA T A

Full range of incidents known to law
enforcement

CHILDREN:#



Overview — Police Perspective

How many sexting cases did police handle?

Varieties of sexting

Are pictures entering the child pornography
trade?

Are sexting teens being treated like child
pornographers?

CHILDREN:#



How many sexting cases did police
handle in 2008-97

An estimated3.478 cases

Handled by federal, state and local agencies in 2008
& 2009

Youth only were involved in twthirds of cases
Youth-only: 2240 case®stimated)

Adults were involved in about orthird of cases
Adult offenders & minors who sent pictures to adults

Adults involved: 1,238 cas@sstimated)

mi CHILDREN
Based on preliminary data /4



Types of sexting cases seen by police

YOUTHPRODUCED
SEXUAL IMAGES

AGGRAVATED EXPERIMENTAL
67% 33%

I I I I _ E| |

) - N -
ADULT INVOLVED YOUTH ONLY i SEXUAL ATTENTIO OTHER
2606 31% ROMANTIC 10% SEEKING 1o
y : 19%
- I B e I
INTENT TO RECKLESS
HARM MISUSE
12% 19%
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Sexting cases that involved adults

Most adult suspects developed relationships
with and seduced underage teens

Faceto-face relationships (family friends, relatives,
community members)

Offenders who met victims online
Most suspects solicited images from victims

Some youth pursued adults and lied about their
ages

Some adults were still teens and high school

students (18 & 19 yeanlds)
CHILDREN:=#"



Sexting cases that involved adults

Most adult suspects developed relationships
with and seduced underage teens

Faceto-face relationships (family friends, relatives,
community members)

Offenders who met victims online
Most suspects solicited images from victims

Some youth pursued adults and lied about their
ages

Some adults were still teens and high school

students (18 & 19 yeanlds)
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Case Example: Adult involved

The victim was 14. Her parents found nude
pictures of her on her computer. She admitted
sending the pictures to a 37 year old man she met
online. He was communicating with numerous
adolescent girls. Police were able to identify 8 or 9
victims ages 12 to 16 that had sent him sexual
Images. The offender targeted vulnerable girls who
O00O0CCI AA xEOE OAI £ EI £
or had skin problems. Victims told police that he
Of AAA OEAI MEAAI Cl1A86
victims faceto-face. He had a large CP collection
on his computer.

CHILDREN:#



Case Example: Adult involved

The offender, 32, created a fictitious modeling
agency. Using a social networking site, he solicited
girls, ages 11 through 17, to pose nude. He sent
them adult and child pornography to show them
poses, and he paid for the pictures girls sent him.
He was discovered when a youth overheard one of
the victims bragging about the money she made
and told a parent, who called the police.

The offender, 38, seduced and sexually abused his
step-niece, 14. They created and exchanged

I Ol AOIl OO OA@OAI EI ACAOS
out and reported the offender.
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Case Example: Adult involved

A 12 year old girl took sexual pictures of herself,
some very graphic, and sent them to a 22 year
old male she had been talking to on a social
networking site. The girl claimed to be 19 and
aggressively pursued the young man. Because
of this, the police wanted to bring charges
against her, but the prosecutor refused.

CHILDREN:#



Case Example: Adult involved

| XAZUAAOZI I A CEOI OO/
sexually explicit photos of herself to numerous
men and solicit them for sex. She was using a
stolen computer because her parents had taken
her computer away from her. The police talked
to two of the men involved but did not charge
them because the girl had portrayed herself as
Xn Al A xAO PEUOEAAI I U
father had asked for help in controlling her
behavior with men on several occasions. Her
case was handled in juvenile court and she was
mandated to mental health counseling.

CHILDREN:#



Youth-only cases

A CASE BY CASE LOOK
AT A WORRYING TREND




Types of sexting cases seen by police

\
_/

YOUTHPRODUCED
SEXUAL IMAGES

~,
_/

EXPERIMENTAL
33%

= |

AGGRAVATED
67%
|
[ -1 [
ADULT INVOLVED YOUTH ONLY :
260 31% ROMANTIC 10%
v
|
4 I ™ - I ~,
INTENT TO RECKLESS
HARM MISUSE
12% 1%

SEXUAL ATTENTIO OTHER
SEEKING
4%

19%
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Youth-only sexting cases: Two types
of aggravated cases

Intent to harm
Sexual abuse or exploitation by minors
Malice (e.qg., brealups, jealousy, fights, bullying)
Deception, blackmail

Reckless misuse

Picture taken or distributed without the knowledge
or willing participation of a pictured youth, but no
apparent intent to harm

CHILDREN:#



Case Example: Intent to harm

A girl, 13, sent a topless photo of herself to her
ooyfriend, who was 14. When they broke up, the
0oy sent the photo to numerous teens via cell
ohone and many recipients forwarded the
Image to others. The police found out when one
recipient told a parent. By then over 200
students had received the picture. The police
seized over 150 cell phones from students. The
police and prosecutor did not charge any of the
parties to the incident because so many youth
x AOA EI Ol | OAA AT A DI 1 E
EEAO A&l O | EAZAOGS
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Case Example: Intent to harm

Two high school girls (A & B) got mad at each
other. They had been friends and had access to
nude photos of each other. A showed a nude
photo of B to another girl. B thought the photo
had been shown to many people. To get even,
OEA OAT O A PEAOOOA 1 £
3AOAOAI AAUO | AOAOh Al
office, crying and upset. They felt bad about
what they had done.

CHILDREN:#



Case Example: Intent to harm

The parents of a 16 year old contacted police
because a boy was extorting their daughter. The
victim said she had accidentally uploaded a
nude picture of herself to a social networking
site. When she realized this she deleted the
Image, but a boy from her school had already
downloaded it. He threatened to distribute It If
she did not send him more nude pictures. When
the girl refused, the boy sent the picture to
about 100 people. The boy, who was a straight
A student, was charged with a felony. He
pleaded guilty and was put on probation.

CHILDREN:#



Case Example: Intent to harm

Two girls, 15 & 16, had been friends but had a falling
out. The 15 year old created a fake online profile of
a boy who appeared to be interested in the 16 year
old. The fake boy asked for a naked picture of the 1¢
year old, which she sent. The 15 year old distributec
OEEO EI ACA O EAO EOEAI
youth saw it. The victim and her mother went to the
School Resource Officer, who investigated and
found the source of the picture. The 15 year old girls
was arrested and charged originally with felony
distribution of child pornography, but pleaded

guilty to a misdemeanor with community service
and counseling.

CHILDREN:#



Case Example: Intent to harm

A 13 year old girl took sexual pictures of her 3
younger sisters (ages 5 to 8) and touched them
sexually. Police determined that she had been
molested by her stegather. CPS had been
Involved with the family for some time. The girl
was removed from the home; CPS was taking
steps to remove her younger sisters also.

CHILDREN:#



Case Example: Reckless misuse

At a party where there was heavy drinking, 3
boys in the shallow end of a pool pulled down
their swim trunks and had a "swordfight". A girl,
17, filmed this and sent the video via cell phone
to 6 other people. The 3 boys did not know she
had taken the video or sent it. The girl was
charged In juvenile court.

CHILDREN:#



Case Example: Reckless misuse

A boy, 16, who had been bullied in school and
OAAOAA AAT OO EEO Oi Al £
of his penis and sent it a female classmate. The
classmate, Iin turn, but without permission, sent
It to four other girls. The incident was disclosed
xEAT A OAAAEAO Al 1l EEO/
and found he was using the picture as a
screensaver on his phone. Police investigated
and deleted the images. No one was charged

CHILDREN:#



Case Example: Reckless misuse

A girl, 15, sent a picture of herself standing Iin
front of a mirror with her shirt off to her
boyfriend, also 15. A teacher confiscated his
phone when she saw him showing the picture to
some boys In the school cafeteria. The case was
referred to police, but the prosecutor

determined the image did not constitute child
pornography.

CHILDREN:#



Types of sexting cases seen by police

\
_/

YOUTHPRODUCED
SEXUAL IMAGES

AGGRAVATED EXPERIMENTAL
67% 33%

— | . — |

-
_/
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ADULT INVOLVED YOUTH ONLY i SEXUAL ATTENTIO OTHER
2606 231 ROMANTIC 10% SEEKING 1o
y | ) 19%
| |
INTENT TO RECKLESS
HARM MISUSE
12% 19%




Youth-only sexting cases: Experimental

EXPERIMENTAL CASES

Romantic/sexual
Existing relationship

Sexual attention seeking
To interest someone In a relationship

Other
No apparent sexual motive

CHILDREN:#



Case Example: Romantic/Sexual

Parents called the police when they discovered
their son, 16, had received a video of a 17 year
old boy masturbating. Their son was gay and In
a relationship with the other boy. His parents
were upset about his sexual orientation. The 17
year-old was put on probation and required to
write an essay about his crime.

CHILDREN:#



Case Example: Romantic/Sexual

A 13 year old girl received a picture of a penis or
her cell phone. Police traced it to a 16 year old
boy. He meant to send it to his girlfriend, whose
telephone number was one digit off. The boy
was embarrassed and apologetic. He had never
taken such a picture before; neither had his
girlfriend. The 13 year old girl was not upset by
the incident, and her parents did not want to
press charges after they heard what had
happened

CHILDREN:#



Case Example: Romantic/Sexual

A 14 year old boy and a 12 year old girl who wer
boyfriend/ girlfriend for a couple of weeks sent
sexual pictures and videos to one another,
Including plctures showing masturbation. The
QEOIOO | OEAO & O1 A OE
EAO AAOQEOAOoo AAI 1 DE
Resource Officer that she wanted the boy
prosecuted to the full extent of the law. When
she found out that her daughter had sent
Images, too, she wanted the girl prosecuted as
well. Both went to juvenile court and were
assigned 20 hours of community service

CHILDREN:#



Case Example: Attention seeking

A father checked his 3gear-l | A AAOCEC
phone and found that a boy, 14, had sent her a
picture of his penis. The father contacted the
school and the SRO Iinterviewed the boy and
girl. They were friends and had been texting late
AO | ECEO8 (A OAT O OEA
The girl was not particularly offended. The boy
told the police he did it to be funny, but the
n0lice believed he had feelings for the girl. The
parents had spoken with each other about what
nad happened and were very cooperative.




Case Example: Attention seeking

1T OOI i POI AO6 CEOI h »
classmate. She sent him videos of herself doing
a striptease and playing with her breasts. He
talked about these in school. The girl was
taunted and cybeibullied as a result. There was
no evidence the videos were sent to others or
posted. The police talked to the teens and their
parents. The girl received counseling. No one
was arrested.

CHILDREN:#



Case Example: Attention seeking

A girl, 15, sent unsolicited naked pictures of
herself to 3 different boys in her school using
her cell phone. Then she and a friend went to
the school resource officer because they were
concerned the images would be sent around the
school. However, none of the pictures were eve
found and the case was dropped.

CHILDREN:#



Case Example: Attention seeking

A girl, 17, posted nude pictures of herself on a
social networking site. The website identified
the images as possible child pornography,
removed them and reported the incident to the
National Center for Missing & Exploited
Children, which forwarded the report to the
local police department. The police talked with
the girl, but she was not charged

CHILDREN:#



Case Example: Other

An 11 year old girl used her cell phone to take
pictures of her breasts. Her grandparents
discovered the images, did not realize it was
their granddaughter and brought the phone to
the police. The girl, when interviewed, admitted
she took the pictures of herself but said she had
not sent them to anyone, and there was no
evidence otherwise

CHILDREN:#



Other important factors

In addition to type of case, consider:

1) the ages of the minors involved and the
developmental appropriateness of their actions,

2) their backgrounds, including factors such as
history of sexual abuse and prior involvement
with the criminal justice system,

3) whether there was a sexual or social relationshij
that was coercive,

4) the nature of the images, and

5) the extent of any dissemination that occurred
CHILDREN#=



How often did pictures end up online?

Of all cases handled in 2008 & 2009
About 15% - no distribution

About 70%- images were sent, not posted

In most cases, a minor took and distributed pictures of
him or herself

About 15% - images were posted online

Images were forwarded by a recipient in
about 20% of cases

About 2/3 of cases involved cell phones onl

CHILDREN:#



Most teens were not arrested

Arrests in
62% of adult cases
36% of aggravated youtonly cases
15% of experimental cases



Sexting cases: Sex offender registry

In 2% of youthonly cases, investigators said it was
likely that minors would be required to register
as sex offenders. These cases involved:

Intent to hurt

Minors who sexually abused and photographed
younger children

Sexting that involved blackmail, threats of violence,
deception

Juvenile offender with serious criminal history
(one case)

CHILDREN:#



Sexting cases seen by police are diverse

Many cases involve adult offenders

Among youthonly cases, some involve serious
sexual crimes, even without sexting

Some have abusive and exploitive dimensions
Some seem relatively minor

Permanent circulation on the Internet and images being
traded as CP were unlikely in mastses

CHILDREN:#



Implications
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It seemed like more troubling evidence that kids these days engage in behavior they wouldn't
want to write home about. Researchers recently found that one in five teenagers have shared
nude or semi-nude photos of themselves by cellphone or online. That statistic has become a
fixture in articles about "sexting” and its social and legal implications.

But that number may be inflated, because the
same teenagers who have engaged in such
behavior could be the ones most likely to say
they have done so in an online poll. To find
out how many teenagers are sharing personal
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Youth-serving professionals should
avoid buying into media created panics

We need thoughtful responsesnot shock & horror.
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